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Abstract— Research on formal hardware verification has made
steady progress in developing methodologies and tools that try to
cope with the growing complexities of digital systems. Despite of
case studies that demonstrate the applicability of formal methods
to selected contemporary processor design strategies and aspects
of industrial design efforts, the current state in formal hardware
verification is far from being considered practical for digital
systems of the complexity of complete contemporary processor
designs.

It is our goal to improve the practicality of current formal ver-
ification methods for complete state-of-the-art processor designs.
The recent success in the complete formal verification of the
VAMP (Verified Architecture MicroProcessor) can be considered
pioneering for reaching design complexities close to this range.
We dissect the VAMP verification effort in detail with the goal to
identify the main technical and organizational challenges and the
major productivity bottlenecks of the verification process. This
is done in particular to search for opportunities of increased
levels of automation. As part of our efforts we are developing
the VAMPEXxplorer, a tool that provides an intuitive interface to
the specification, the implementation and the verification of the
VAMP. The VAMPExplorer visualizes the general implementa-
tion and verification structure and simplifies quick location and
comparison of code fragments for improved accessibility to expert
and non-expert users.

I. INTRODUCTION

Most current digital systems are far too complex to guar-
antee their correct design just by non-formal verification
techniques such as exhaustive simulation. Formal verification
techniques can, in principle, offer better scalability of the
verification effort with the circuit size and it seems that
recent advances in formal verification methodologies and
tools have enabled the applicability to more practical design
options. Various projects have been successful in showing
the correctness of aspects of processor designs using for-
mal techniques (e.g. [11], [12], [16], [19], [34], [45], [52]).
However, most studies focus on high-level descriptions or
on selected subcomponents of a system and make idealistic
assumptions about some parts of the design. Details of the
implementation are usually ignored and hardly any project
design is synthesized or fully implemented. Formal verification
efforts are also increasingly finding their way into commercial
design efforts (e.g. [1], [15], [26], [37], [39], [43]). But
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even if in these cases the corresponding designs have an
implementation, it is not usually the implementation that is
formally verified, but it is some high-level description or
only parts of the design. A full consideration of all system
levels from specification to a synthesizable implementation
description is necessary to consider it the complete verification
of a processor. The authors of [32] have been generalizing the
limitations of current verification techniques by stating that
the complete functional verification of microprocessor designs
could not even be achieved. Although this statement does
not hold in this generality as shown by the recent success in
the complete verification effort of the VAMP it is generally
assumed that complete formal verification is still far from
being considered practical for designs of the complexity of
contemporary microprocessors.

It is our goal to improve the practicality of current formal
verification methods for complete state-of-the-art processor
designs. The complete formal verification of the VAMP can be
considered pioneering for reaching design complexities close
to this range. Therefore, we dissect the VAMP verification
effort in detail with the goal to identify the main techni-
cal and organizational challenges and the major productivity
bottlenecks of the verification process. The VAMP has been
verified using PVS [40] (Prototype Verification System). This
theorem proving based process has involved a high degree of
interactive intervention. A premier motivation in our analysis
and presentation of the VAMP verification effort is the search
for opportunities of increased levels of automation and the
increased awareness and communication about verified open
source reference designs and challenges in complete processor
verification. As part of this effort we are developing the
VAMPExplorer, a tool that provides an intuitive interface to
the specification, the implementation and the verification of the
VAMP. The VAMPExplorer visualizes the general implemen-
tation and verification structure and simplifies quick location
and comparison of code fragments for improved accessibility
to expert and non-expert users.

In Section II we provide a detailed description of the
functionality and the implementation of the VAMP. In Sec-
tion III we overview alternative processor verification efforts
and discuss their restrictions. In section IV we dissect the
challenges in the VAMP verification effort by identifying
the difficulties, outlining opportunities for automation while
spotlighting selected challenges, and rating the difficulties of



generalizations of the VAMP verification effort. In section V
we give a short overview of our efforts in developing the
VAMPExplorer, before we finally conclude in section VI.

II. DETAILED DESCRIPTION OF THE VAMP

A. Functionality - Instruction Set Architecture

The VAMP is a 32-bit RISC CPU with full DLX instruction
set [38] including extensions for single and double precision
IEEE 754 [22] floating-point operations, resulting in about 100
instructions. Nested precise interrupts are supported; a subset
of these interrupts is maskable. The VAMP features a delayed
PC [28] architecture, i.e., any update to the program counter
does not take effect until one instruction after the modification.
In other words, a queue of 2 PCs is part of the programmers
view of the VAMP. Memory accesses are register relative, i.e.,
the effective memory address is computed as the sum of some
register value and an immediate constant, and access widths
d € {1,2,4,8} bytes are supported. Load operations from
memory can be signed or unsigned. The VAMP contains three
register files, one for 32 general purpose registers, one for
floating point data with 32 single precision register which can
also be accessed as 16 double precision registers, and one
register file for special interrupt or floating point registers,
e.g., interrupt mask bits SR or the rounding mode RM. The
gcc and glibc have been ported to the VAMP [36].

Floating point interrupts are supported in compliance with
the IEEE FP standard 754 [22], which requires their ac-
cumulation in 5 bits of a special purpose register IEFEEf
(IEEE flag). Since new exception bits have to be OR-ed to
the [EEEf register for every FPU instruction, this means
that IEFEf is formally both source and destination of any
floating point instruction. The IEEE standard also requires the
rounding mode RM and the interrupt mask bits SR to be
source operands of floating point instructions. Hence, with
two additional double-precision operands, there is a total of
seven 32-bit source operands for a single instruction in the
VAMP. In addition, there are up to three results given by
a double precision result and the IEEEf register. Note that
each instruction also computes some exception flags called
ECA and exception data, EData, which determine interrupt
behavior. In case of memory instructions, e.g., exception data
equals the effective memory address. The values of FCA and
EData of an instruction are considered to be additional results;
this makes up for a total of five results per instruction.

B. Microarchitecture Overview

The VAMP [6], [8] data paths are illustrated in figure 1.
Stages IF and ID—instruction fetch and decode—realize a
pipelined implementation of delayed PC [38]. The remaining
pipeline stages implement a Tomasulo scheduler [51] with five
execution units and a reorder buffer for precise interrupts. The
memory unit MU [7] handles instruction fetch and load/store
operations, the fixed point unit XPU allows for the standard
ALU and shift operations. Finally, there are three specialized
floating point units [2], [3], [23]-[25], one for addition and
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Fig. 1. VAMP data paths

subtraction, one for multiplication and division, and the last
one handles the remaining test and convert operations.

As introduced above, register IEFEf is both source and
destination register of any floating point instruction. Hence,
only one floating point instruction could be in all the three
floating point units together at any time if /JEFEf would be
handled by the standard Tomasulo scheduler. Therefore, a
different implementation for register JEEEf has been chosen
which achieves far better performance; this also decreases the
number of source operands in the VAMP Tomasulo scheduler
to six and the number of results to four. The improved IEEESf
implementation works as follows:

« Floating point instructions just compute their four “nor-
mal” results with the Tomasulo scheduler without requir-
ing IEEEf as source operand.

« When a floating point instruction is about to write its
results back to the register file and leave the pipeline,
it just computes a logical OR of the current value of
IEEEf and the five corresponding bits in the exception
cause FCA which is part of the reorder buffer since it is
one of the results of an instruction.

« Any move instruction that copies the content of IEEESf
to the general purpose register file for further processing
is stalled in decode until no further instruction is alive in
the VAMP. This is crucial since the special treatment of
IEFEf breaks the standard Tomasulo forwarding.

With this implementation, the size of reservation stations,
producer, and reorder buffer is not affected by IEEEf; in
addition, any floating point instruction completes just a fast
as without IEEEf since IEEESf is not a source operand and
thus, there is no additional stalling. Only the special moves



from IEEES to the general purpose register file, which occur
much more rarely, have to pay the high penalty of stalling
instruction fetch until all previous instructions have left the
pipeline. However, even this fact is exploited by using one of
these special moves with source IEEEf as sync instruction
for self-modifying code [8].

The support of multiple results per instructions in the VAMP
Tomasulo scheduler is mostly straightforward. However, con-
sider the case where an instruction in a reservation station
snoops for a single precision floating point source operand
that is produced as part of a double precision result. In this
case, both 32-bit data words of the result carry the same
tag; however, the reservation station needs a way to actually
select the correct part of the result as its source operand. This
essentially means that operands in reservation stations in the
presence of mixed single and double precision instructions
need an additional bit in order to perform snooping correctly;
this bit may be considered to be an extension of the existing tag
such that any part of an instruction’s result carries a separate
tag. Note that only one bit is needed since the two additional
results ECA and EData are never forwarded.

C. The VAMP as Reference Design for Processor Verification

We think that the VAMP project [9] can be considered a
reference project for processor verification for several reasons:

1) With the help of the theorem-prover PVS [13], [40], the
VAMP is formally verified on the gate level, i.e., the
verified PVS design is automatically translated [5] to
Verilog HDL for synthesis on an FPGA [31].

2) The complete sources of both design and proofs are
available online at the project website [9].

3) The VAMP offers a full DLX instruction set with
about 100 instructions including floating point extensions;
memory access widths of 1, 2, 4, or 8 bytes are supported.

4) The VAMP offers a state-of-the art Tomasulo scheduler
with reorder buffer supporting multiple results, direct
issuing into the reorder buffer, and reordering of instruc-
tions inside execution units [29]. In addition, a specially
optimized IEEEf extension is implemented and verified
[7]; these items are crucial features when effectively
dealing with IEEE-compliant floating point units.

5) Design and verification are structured hierarchically re-
sulting in many verified modules. The nice property of
these modules is that they can be instantiated in order
to gain the overall correctness of the complete VAMP
which is synthesizable in hardware. In other words, the
correctness criteria of the modules are not only what
one thinks they should be, but they formally are what
is needed for the complete verification of the VAMP.

The formal composition of the verified modules to an over-
all correctness proof is highly complex engineering work;
however, only by actually carrying out this step can one be
really sure that everything indeed fits in reality. Correctness
criteria for modules that only fit together at first glance—but
not formally—are of no big use. Just consider the difference
between i) an aeroplane with yourself on board crashing due

to some interplay of its modules that was not foreseen by its
engineers because it was not modeled formally and ii) you
safely landing at your desired holiday resort. Consequently,
the engineering work of integrating module correctness to
overall correctness is of high scientific interest. This item
in particular allows for replacing any verified module by
an improved implementation as long as it fulfills the same
correctness criterion as the original one. On the other hand, one
may simply improve the verification of the existing module by
applying automated methods in order to gain the desired proof
with less interaction than in the original proof.

The VAMP is obviously not intended as a prototype that
demonstrates feasibility of some new verification technique
or some new tool. On the contrary, the VAMP project “just”
used slight refinements of existing techniques and tools and
applied them in an engineering process to the complex real-
life problem of formally verifying a complete microprocessor
without any abstractions. We therefore suggest using real-life
examples like modules of the VAMP as benchmark suites
for new verification methodologies instead of some purely
academic examples that often only marginally impact on real
life. New techniques need not only to be able to solve the
benchmarks of the VAMP theoretically, but they have to be
able to cope with the concrete benchmark in its full state space
down to the last bit of its definition.

However, the sheer amount of code in the VAMP project
makes it really hard even for experienced engineers to actually
quickly find specification, correctness criteria, and proofs of
specific modules in order to use it as a benchmark. Hence, we
develop the VAMPExplorer and make the VAMP benchmark
suite available online such that any tool engineer can get a
quick look at what real-life problems look like.

D. Design and Verification Effort

The generated Verilog sources of the VAMP contain 866
modules in more than 100000 lines of code. The PVS sources
of the design alone have roughly 10000 lines of code. The
VAMP contains more than 8800 register bits. The Xilinx
software reports an equivalent gate count of about 1.5 million
for the design that is synthesized from the verified PVS
implementation description. Note that this number also covers
equivalent gate counts for the instruction and data cache, i.e.,
8 KB of data memory for a 2-way set-associative instruction
cache and 16 KB of memory for the 4-way set-associative data
cache. In addition, there is a small memory for the history
information of each cache and the register files. With a cost
of 4 gates per memory bit, this results in about 0.8 million
gates for memories, i.e., slightly more than half the overall
gate count. As a comparison, an Intel Pentium of the first
generation has a gate count of about 3.1 million including
16 KB of caches, i.e., 0.5 million memory gates.

In the VAMP project, almost 90000 interactive proof steps
were carried out for about 2500 lemmas; the overall design
and verification effort was about eight man years.



E. Proof structure

The overall correctness proof of the VAMP is structured
hierarchically. At the lowest level, there is the gate-level
implementation of the VAMP, i.e., one argues about single
gates in circuits like adders, equal testers, or multipliers, which
may employ recursion. While this bit level consideration is
needed in order to ensure that the implementation is correct,
interactive formal arguments of this level tend to be far from
efficient. With the help of a basic circuits library [4], the
level of abstraction is therefore carried to some term-level.
Hence, instead of arguing on the bit level about, e.g., recursive
implementations of adders, one mostly argues about numbers,
e.g., addition modulo the respective power of 2. This allows
for much more efficient reasoning on the term-level. About
5% of the overall proof effort were spent on this step.

The abstraction and the verification for the above term
level concerns purely combinational circuits. As a next step,
complete execution units are verified and abstracted from
with uninterpreted functions. The floating point units, e.g.,
are represented as a simple function allowing reordering of
instructions and returning the correct data of instructions with
respect to the IEEE standard. A formal description of this
abstraction function for execution units can be found in [3],
[24]. In order to actually verify that the complex pipeline
implementation of the floating point units satisfy this function,
additional modules and levels of hierarchy are identified and
integrated into an overall FPU proof in [23], [24]. Similarly,
the layering for the memory unit and its verification is reported
in [7], [8]. Carrying out this module verification and replacing
the execution units by their specification function leads to
an abstract implementation of the overall processor with
uninterpreted functions as execution units. This abstract im-
plementation is then sufficiently compact to allow for efficient
formal arguments on the overall correctness. More than 60%
of the proof effort was spent for the complex execution units.

The verification of a parameterized Tomasulo algorithm
constitutes the next module. For a meaningful correctness
criterion with respect to a sequential execution model, the
concept of scheduling functions [7], [8], [38] is employed in
order to map pipeline stages in hardware cycles to instruc-
tions in the sequential execution model. Tomasulo algorithm
correctness is based on the formal proof presented in [29];
however, its interface needs to exactly match the definitions
of the abstract execution units and to be able to cope with
the IEEES extension in order to allow for instantiation for the
VAMP. Details on these extensions of the proof are reported in
[7, Chap. 4]. For the right version of the Tomasulo algorithm,
about 15% of the verification effort was spent.

In the next step, the actual data management of the pipeline
is verified in the absence of interrupts, i.e., the abstract pipeline
implementation is mapped to a programmer’s model without
interrupts which carries out one instruction per step. In other
words, the Tomasulo correctness proof [29] is instantiated
with the given abstract execution units. In addition, the data
management concerns the computation of the next value of

the program counter and the correctness of the decoding
mechanism which is mostly straightforward. As a last step,
the correctness of instruction fetch needs to be established.
Instantiating the Tomasulo algorithm proof correctly with the
complete instruction set and taking care of instruction fetch
and the program counter computation was just as complex as
the proof of the Tomasulo algorithm itself.

In the final step, interrupt support is added. Therefore, the
interrupt verification techniques reported in [7], [8] are applied
to the abstract pipeline which is already correct with respect
to a programmer’s model without interrupts as outlined above.
This final step amounted to about 3% of the proofs.

III. OTHER PROCESSOR VERIFICATION PROJECTS

Most of the features of the VAMPhave also been covered
by other verification projects; however, most of these projects
only focus on single modules, make heavy restrictions, or use
strong abstractions without giving a gate-level implementation
together with a proof that it fulfills the abstraction. Work on
the formal verification of processors so far has concentrated
mainly on the following aspects of architectures:

1) Microprocessors with in-order scheduling, one or sev-
eral pipelines including result forwarding, stalling, and
interrupt mechanisms [12], [27], [54]. The verification
of the very simple, non-pipelined FM9001 processor is
reported in [10], [11]. Using the flushing method from
[12] and uninterpreted functions for modeling functional
units, superscalar processors with multicycle execution
units, exceptions and branch prediction [54] have been
verified by automatic BDD based methods. Also, one can
transform specification machines into simple pipelines
(with forwarding and stalling mechanism) by an auto-
matic transformation, and automatically generate formal
correctness proofs for this transformation [30].

2) Tomasulo schedulers with reorder buffers for the support
of precise interrupts [16], [20], [44]. Exploiting sym-
metries, McMillan [34] has shown the correctness of a
powerful Tomasulo scheduler with a remarkable degree
of automation. Using theorem proving, Sawada and Hunt
[21], [44], [45] show the correctness of an entire out-of-
order processor, precise interrupts, and a store buffer for
the memory unit. They also consider self-modifying code
(by means of a sync instruction).

3) Floating point units. The correctness of an important
collection of floating point algorithms is shown in [42],
[43] using the theorem proving system ACL2. Using
a combination of theorem proving and model checking
techniques, correctness proofs for the floating point units
of Pentium processors are reported in [14], [39]. Based
on the constructions and on the paper and pencil proofs in
[38] a fully IEEE compatible floating point unit has been
verified [3], [24], [25] (using mostly but not exclusively
theorem proving). In [48] and [26] the verification of
fused-multiply-add FPUs is reported.

4) Caches. Multiple cache coherence protocols have been
formally verified, e.g., [17], [35], [47], [49]. Paper and



pencil proofs are error prone, and hence the generation
of proofs for interactive theorem proving systems is
slow. The method of choice is model checking. The
compositional techniques by McMillan [35] even allow
for the verification of parameterized designs, i.e., cache
coherence is shown for an arbitrary number of processors.

Except for the work on floating point units, the cache
coherence protocol in [17], and the FM9001 processor [11],
none of the papers quoted above states that the verified design
has been implemented. A/l results cited above except [3], [11],
[17], [24], [25] use several simplifications and abstractions:

1) The realized instruction set is restricted: always included
are the six instructions considered in [12]: load word,
store word, jump, branch equal zero, ALU register op-
erations, ALU immediate operations. Five typical extra
instructions are trap, return from exception, move to and
from special registers, and sync [44]. The branch equal
zero instruction is generalized in [54] by an uninterpreted
test function. Most notably the verification of machines
with load/store operations on half words and bytes has
apparently not been reported. In [53] the authors report an
attempt to handle these instructions by automatic methods
which was unsuccessful due to memory overflow.

2) Delayed branch is replaced by non-deterministic specu-
lation (speculating branch taken/not taken).

3) Sometimes, non-implementable constructs are used in the
processors: e.g., Hosabettu et.al. [20] use tags from an
infinite set. Obviously, this is not directly synthesizable.

4) The verification of Intel’s and AMD’s FPUs does neither
cover the handling of denormal numbers nor of exception
flags. The verification of a dual precision FPU has not
been reported (though, obviously, Intel’s and AMD’s
FPUs are capable of dual precision). IBM’s FPU verifica-
tion [26] does handle denormal numbers, exception flags,
and dual precision, but does not cover the verification of
the multiplier array.

5) No verification of a memory unit with caches has been
reported. Eiriksson [17] only reports the verification of
a bit-level implementation of a cache coherence protocol
without data consistency.

6) The highly automated Tomasulo proof of McMillan [34]
neither covers multiple results sharing the same tag,
specialized execution units or reservation stations, nor an
IEFEf extension, direct issuing into the reorder buffer,
nor a special treatment for register R0 which always
contains 0 in the VAMP.

7) The verification of pipelines or Tomasulo schedulers with
instantiated floating point units and memory units with
caches and main memory bus protocol has not been
reported apart from the VAMP project [7]. Indeed, in
[53] the authors state: “An area of future work will be to
prove that the correctness of an abstract term-level model
implies the correctness of the original bit-level design.”

IV. CHALLENGES IN THE VERIFICATION OF THE VAMP
A. Difficulties

The aim of the VAMP project was the design and verifi-
cation of a complete state-of-the-art microprocessor without
any abstractions or restrictions. Most of the difficulties faced
in the course of the project stemmed from this fact.

From the beginning, intense cooperation between the project
members was needed in oder to define interfaces between
different modules that not only looked good, but would
actually allow for their formal integration into the overall
correctness proof later on. In addition, the interfaces were
chosen with design efficiency in mind, e.g., the number
and width of operands and results was parameterized and
instruction reordering in execution units was allowed. This
required early proof sketches on paper and pencil. Different
modules were then designed and verified in parallel, e.g.
the floating point units, the memory unit, and the Tomasulo
algorithm. In order to increase the efficiency, the published
designs from [38] were improved upon, e.g., by adding a
Tomasulo scheduler, stalling instructions only when absolutely
necessary and allowing instructions to overtake each other, and
using write-back policy for the data cache. Since synthesis of
the design had been one of the initial project objectives, all
these modules had to be verified down to the gate level.

When all the different modules were integrated to the
VAMP proof, the full DLX instruction set with about 100
instructions was realized. This made the instantiation with a
corresponding decoding module for all instructions a non-
trivial process as suggested by the effort it actually took.
In addition, the Tomasulo proof was extended by its special
IEEESf treatment at this point since the trivial implementation
cannot be considered to be state-of-the-art by any means.

Finally, the VAMP project also carried PVS to its limits
concerning complexity. Type checking of the overall proof
alone took two hours of CPU time in 2003; actually rerunning
all the proofs several days.

B. Automation

The VAMP project basically employed purely interactive
proofs in PVS with little use of strategies. Although version
2.3 of PVS that was used in the project features a model-
checker, it was only used three times to show liveness of the
pipelined floating point units [23]. However, the overhead for
these three commands was huge:

« Part of the design and its properties were translated to p-
calculus since this is the model-checker’s input language.

o The lemmas that formally relate the p-calculus results to
their actual temporal version used in the interactive proof
part were proved in PVS.

« Since the model-checker of PVS 2.3 does not even return
a counter-example in case of failure, the verification was
carried out in SMV [33] and only after establishing
correctness there, the PVS model-checker was used.

In summary, only one automated tool, e.g., the built-in model-
checker, is available in PVS 2.3, and even this automated tool



cannot really be used efficiently. Additionally, PVS 2.3 is a
closed system and the integration of more powerful automated
tools was therefore not an option in the VAMP project. Hence
the almost exclusive interactive proof effort.

However, 90000 interactive proof steps are obviously too
much for the VAMP project. We believe that with integration
of the right automated tools, at least three quarters of the
interactive proof steps will become obsolete since they seem
trivial. Only with this gain in productivity, the verification
of entire systems will become feasible, e.g., the combination
of hardware and system software needed in order to provide
virtual memory to user processes [18] which is a crucial step
towards the verification of entire computer systems.

C. Selected Challenges for the Automated Verification Com-
munity

In this section we outline selected challenges that should be
addressed with formal verification techniques at a high degree
of automation. We consider solutions to these challenges as a
key enabler for increased productivity in formal microproces-
sor verification of the complexity of the VAMP. In order to
formulate these challenges we introduce some notation.

We denote configurations of the implementation in hardware
cycle t by ¢} and configurations of the specification before the
execution of instruction i by c. Components of configurations
are accessed like records, i.e., c;.IR denotes the instruction
register in the implementation and cg.M the memory in the
specification. Scheduling functions map pipeline stages in
hardware cycles to instructions, i.e., the hardware stage k in
cycle ¢ contains instruction ¢ := sI(k,t). If an instruction in
stage k' in cycle ¢t moves to stage k, we define sI(k,t+1) :=
sI(k',t). Further details on the recursive definition of schedul-
ing functions are given in [7], [8]. In summary, scheduling
functions are basically infinite tags that are clocked through
the pipeline together with the corresponding instruction. Note,
however, that these infinite tags are only employed in the proof
and are not part of the fully synthesizable implementation. For
a byte addressable memory M, we denote with M, [a] the n
bytes M[a +n —1],..., M[a]. We denote correctness of the
VAMP without interrupts in cycle ¢ by corr?(t).

The easiest target for proof automation is the purely combi-
national step from bit-level to term-level, e.g., the correctness
of adders, decoders, and multipliers in the contexts basics
and d1xalu as well as the equality of the overall term-level
implementation of the VAMP and its gate-level implemen-
tation from theory tom_impl_spec_correct. However,
even with full automation, this covers only 5% of the overall
proof.

The verification of the Tomasulo algorithm with IEEEf
extensions from context tomasulo is carried out on a fairly
abstract level with many uninterpreted functions. However,
induction is used extensively in these proofs. Nevertheless, for
the specific set of parameters that were actually instantiated in
the VAMP, a high degree of automation also seems possible
for this proof due to the level of abstraction.

As a next candidate for a high degree of automation,
we consider the implementation of the Tomasulo algorithm
from context d1xtom. Most lemmas in this module assume
equivalence of the current VAMP and Tomasulo configuration
and show that some signals are equal or part of that the equiv-
alence still holds in the following cycle. After expanding both
configurations of the following cycle, this also results in purely
combinational properties that could be easily automated. In
addition, however, there are some lemmas concerning the
correctness of memory and instruction fetch that are not part
of the Tomasulo proof. These lemmas often argue about an
arbitrary number of hardware cycles and sometimes require
induction proofs. As a case in point, consider the correctness
of instruction fetch. Here, we have to argue that for code with
sync instructions the VAMP really fetches the instruction that
the sequential model is expected to execute next, i.e., there is
no pending store to this address in the pipeline.

Lemma 1 Let corr?(t) hold, let no interrupt occur in cy-
cle t and let there be sync instructions in the code, i.e.,
synced_code? holds. We set i := sI(dec,t + 1). Instruction
fetch is then correct, i.e.,

4+ R {cg.M4[cg.DPC]
032

if ¢&.DPC mod 4 =0
otherwise

Note that in order to prove the above lemma in PVS, three
additional helper lemmas are needed in PVS; one of these
lemmas even uses induction. Ideally, an automated method
could handle this lemma without the need to manually split it
into four lemmas. Alternatively, the correctness of the memory
is given by the following lemma. Note that the complexity of
this lemma stems from the fact that we allow both floating
point stores that access 4 or 8 bytes of memory as well as
integer stores accessing 1, 2, or 4 bytes.

Lemma 2 Let corr?(t) hold and let no interrupt occur in
cycle t. The memory is then correct in cycle t + 1, i.e.,
cfrl.M = cSSI(M’t—H).M.

Any automation of these lemmas by sophisticated methods
would be highly welcome, even if they only involve partial
automation. The same holds for the integration of interrupts in
the correctness proof. We are convinced that the corresponding
18% of the proof could be automated to a high degree. As
an example for the integration of interrupts, consider the
synchronicity of interrupts with respect to the memory. Similar
to the correctness of instruction fetch, five helper lemmas are
actually needed in PVS in order to prove the following claim
and one of them uses induction.

Lemma 3 Let corr?(t) hold and let an interrupt occur in

cycle t. The memory is t(hen co)rrect with interrupts in cycle
. t+1 _ sI(wb,t+1

t+1, ie, c; . M=cg M.

The lion’s share of the VAMP proof effort was spent in
the verification of the memory unit with its caches and the



three floating point units, i.e., more than 60%. Many inductive
proofs are carried out for the different units. A high degree of
automation seems most complex in this part of the proof. On
the other hand, there are also many combinational or simple
one-cycle lemmas for the execution units similar to the term-
level and the instantiation of the Tomasulo algorithm for the
top-level proof. Hence, a degree of automation of 50% or more
for the execution units does not seem unrealistic.

D. Generalization to the Verification of Complete state-of-the-
art processors

In the VAMP project, a very specific processor has been
completely formally verified. However, the design is cleanly
modularized into the core, the execution units, and the memory
system. Therefore, it is possible to plug in a different memory
system or more optimized execution units by only verifying
their local correctness and combining it with the remaining
part of the original VAMP correctness proof. In addition, the
memory system and its proof is parameterized, e.g., on the
associativity and size of the caches. Both the modularization
and the parameterization make the VAMP proof to some extent
generic. In the VAMP, there are five specific execution units
with a total of eight reservation stations which can hold up to
six source operands and instructions deliver up to four results,
whereas the proof of the Tomasulo algorithm is parameterized
over these four numbers. Hence, a different number of, e.g.,
execution units or operands would require additional effort in
the verification of the actual implementation—which is not
parameterized—with respect to the Tomasulo algorithm. A
different number of source operands or results and a new
execution unit would be needed, e.g., in order to handle fused
multiply-add instructions or MMX and SIMD-extensions.

Since the VAMP proof is modularized, it is possible to
switch the VAMP core with some other scheduling algorithm.
Note, however, that this would require the proof of a gate-level
implementation of the scheduling algorithm, and not only a
proof of the algorithm. This also applies to superscalar cores.

The VAMP uses the delayed PC scheme for instruction
fetch. Integrating branch prediction instead would require a
considerable effort on the core proof since the correctness
of instruction cancellation is proved for interrupts only as
the very last step of the overall proof. Cancellation due
to misprediction, however, happens frequently even without
interrupts, i.e., at the lowest level of the proof.

While the VAMP memory system is well parameterized,
there are some extensions that would require a large effort.
Consider, e.g., non-blocking caches which also require a new
optimized control and thus, the whole memory system proof
needs to be redone. On the other hand, for the addition of
store buffers, the existing memory system could just be re-
used; some additional effort would only be needed to show
the correctness of forwarding from the store buffers and the
synchronicity of interrupts with respect to the visible memory.

As long as general performance optimizations keep the
overall structure of the VAMP, i.e., the existing pipeline
stages, an adaption of the proof to the optimized version is

ion of a add/sub unit using an adder
[MPgs]

ormalization (G) 2000-2001 Daniel Kroening
alu_addsub[N: posnat]: THEORY
BEGIN
basicslib: LIBRAR

=IMPORTING bas|
IMPORTING b

Fig. 2. Screen-shot of the current VAMPExplorer

straightforward and fairly easy to carry out. However, re-
balancing the design by introducing an additional pipeline
stage, e.g., for timing or power saving reasons, or even aiming
for deep super-pipelining as introduced in [41] would require
a huge proof effort.

V. THE VAMPEXPLORER: VISUALIZING THE VAMP

The complexity of the VAMP specification, implementa-
tion and verification makes it difficult to identify structural
information or to navigate through specific details within an
unformatted plain text description as in conventional PVS files.
Even the additional formatting functionality provided in the
PVS environment does not significantly improve the accessi-
bility to the structures of the VAMP. The goal is to support
establishing the open source VAMP descriptions as a reference
design for complete processor verification to a broad audience
of various backgrounds and encourage modular verification
of selected properties/components with alternative, preferably
automated, verification techniques. It is therefore the goal
of our visualization efforts to make the VAMP specification,
implementation and verification details better accessible and
easier to understand. The depth of the hierarchy and the level
of connectivity of the VAMP files complicate this task. We
have a focus on providing an intuitive graphical interface for
identifying and navigating through VAMP theories and their
relations while allowing concurrent access and summary of
different aspects (specification, PVS implementation, synthe-
sized Verilog Implementation, properties and related proofs)
of a single component. In this way PVS-specific statements
are also related to traditional conceptions of hardware design
in the form of schematics or Verilog code.

The complexity of the hierarchies makes it necessary that a
high degree of automation is involved in the data and property
extraction from the PVS files and the preparation of the
dynamic hierarchical structural views. For broad accessibility
we chose an intuitive web-based user interface. Some infor-
mation can already be automatically extracted from the VAMP



files using commands provided by PVS itself. Unfortunately,
these commands do not yield sufficiently detailed semantic
information such as the relationship between synthesizable
components or the classification of a particular declaration that
is needed for the VAMPEXxplorer. We therefore implemented
our own parser using the grammar that comes with PVS.
In this way we can extract all the information relevant for
the VAMPExplorer based on the syntax trees and store this
information in XML format which is supported by many
visualization engines.

We chose to use Macromedia Flash as our web front-end
because of its broad web accessibility and its support for rapid
prototyping and dynamic content. The XML output of the
parser is directly used by our Flash interface. The visualization
uses a directed graph in order to show the relationships
between theories or groups of theories as shown in Fig. 2. The
interface also provides facilities that allow users to compare
information in different components. The system is available
online at [46].

VI. CONCLUSION

It is our goal to improve the practicality of complete formal
verification for complex state-of-the-art processors. For this
purpose we discuss the details and and the generalization
of challenges that occur in the complete formal verification
effort of the VAMP as one of the pioneering examples in
complete formal processor verification. We suggest the use of
the VAMP sources as a reference design and benchmark suite
for the (automatic) formal verification of components as they
are integrated in a complex modular processor design. For
improved accessibility we develop the VAMPExplorer GUI
for an intuitive access to the VAMP specification, implemen-
tation and verification details. Future work includes extensions
of the VAMPExplorer to enhanced automatically generated
schematic views and the handling of even more complex real-
live proof structures as they occur for example in combined
hardware-software systems [50].
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